I/IHdJOPMaHl/IOHHaH NMaMATKA 00 0CHOBHBIX PUCKaXx AJid ]J[ETEﬁ B CeTH «I/IHTEPHET» U M€PbI 10 UX
MHWHHUMMHU3AIIUHA

C KaXXIbIM IOJ0M MOJIOZIEX)KHW B UHT€PDHETE CTAHOBUTBLCA 6OJ'H:LHE, d INKOJIbHUKHW OJHU M3 CaMbIX
AaKTMBHBIX M0JIb30BaTes el PYHETa. ME)K,E[y T€éM, IIOMHMO OIrpOMHOI'0 KOJ/IMUEeCTBa BO3MOMHOCT€ﬁ,
HWHTEPHET HeCeT U HpO6JIeMbI. OTa rnmaMsTKa A0J/DKHA ITOMOYb Tebe Ge3oracHo HaXOJWTHCA B CETH.

KomMmnbroTepHbie BUPYChI

KOMHI:I-OTEprIﬁ BUPYC — 3TO Pa3HOBUAHOCTH KOMIIbIOTEDHBIX IMTPOT'PAMM, OT/TMUUTE/TLHOU
0COOEHHOCTEIO KOTOpOﬁ SIB/ISIeTCS CITIOCOOHOCTE K Pa3MHOXXEHHIO.

B poriosiHeHMe K 3TOMY, BUPYChI MOTYT ITOBPEIUTH WJIH ITOJTHOCTBIO YHUUTOXKUTE BCe (hali/ibl U JJaHHbIe,
TIOAKOHTPOJIBHBIE TI0/Ib30BaTe/ I, OT MMEeHH KOTOPOTo Oblyia 3aryIlieHa 3apakKeéHHasi TPOrpamMMa, a TakKe
TIOBPEIUTh WM JIAKe YHUUTOXKUTE OTIePaljiOHHYI0 CUCTEMY CO BceMH daiiiaMu B 1iesioM. B
OOJIBIIIMHCTBE C/TyyaeB PacIipOCTPAHSIIOTCS BUPYCHI Uepe3 UHTEPHET.

METO,Z[])I 3dlIUThI OT BP€JOHOCHBIX TIPOTrpaMM:

1. Wcrnonb3yit coBpeMeHHbIe OrepaljioOHHbIe CCTeMbI, UMeIOL[1e CephE3HBIN YPOBEHb 3allJUThHI OT
BpPeJOHOCHBIX TTPOrpPaMM;

2. TlocTosiHHO ycTaHaB/MBal nauTy (IMQPOBBIE 3arIaTKU, KOTOPbIe aBTOMAaTUUeCKH
yCTaHaB/MBAIOTCS C L[e/IbI0 10pabTKU MPOrpaMMbl) U Jpyrye 0OHOB/IEHHsT CBOeM orepaluoHHON
cucteMbl. CKaunBali MX TOMBKO C ouIManbHOTO caiita pa3paborturka OC. Eciu cyiiectByer
PEXXUM aBTOMAaTHUYeCKOTr0 0OHOB/IEHUS, BK/TIOUU €T0;

3. Paboraii Ha CBoeM KOMITLIOTEpe TT0/] TIpaBaMU TI0/Tb30BaTe/Is, a He a/[MUHUCTpATopa. JTO He
T03BOJIUT OOJIBIIIMHCTBY BPEOHOCHBIX TIPOTPAMM MHCTA/IZTMPOBATLCST HA TBOEM IT€PCOHA/IEHOM
KOMITbIOTEPE;

4. Hcnosnb3yit aHTUBUPYCHBIE POTrPAaMMHBIe TIPOAYKThI M3BECTHBIX TIPOU3BOJUTENEH, C

aBTOMAaTUYeCKUM OOHOB/IeHHeM 0as3;

Orpaanub GU3NUeCKUN JOCTYIT K KOMIBIOTEPY /IS TOCTOPOHHUX JTUIL;

6. Vcnonp3yii BHeIHWE HOCUTeM MH(POPMalK, Takue Kak (ielika, AUCK uin (haiiin u3 UHTepHeTa,
TOJIbKO U3 Mpo(epeHHbIX UCTOYHUKOB;

7. He oTKpbIBaii KOMITbIOTEPHBIE (Paii/ibl, MOMyUYeHHbIe U3 HeHaJ&KHbBIX UCTOYHUKOB. [laxe Te
(haiisTbl, KOTOPBIE MPUCTA TBOW 3HAKOMBIH. JIyuille yTOUHU Y HETo, OTIIPABJIS/I /U OH Tebe uX.
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Cetun WI-FI

Wi-Fi - 3T0 He BUJ Tiepe/jaur JaHHBIX, He TEXHOJIOTHS, a BCero vk OpeHs, Mapka. Emie B 1991 rogy
HU/IepJIaH/ICKast KOMITaHUsl 3apeructpupoBana opeHs; « WECA», uTo 0603Hauano CI0BOCOUYeTaHHE
«Wireless Fidelity», koTopsiii mepeBoANTCS Kak «OecripoBoiHast TOUHOCTD.

o Haiero BpeMeHH /Jioliia pyrasi abdpeBuaTypa, KOTOpasi IB/ISIETCS TaKOH yKe TEXHOJIOTHe. DTOo
abbpesuarypa «Wi-Fi». Takoe Ha3BaHue ObIJIO JaHO C HAMEKOM Ha CTaH/IapT BBICIIHK 3BYKOBOW TeXHUKH
Hi-Fi, uto B nepeBozie 03HavaeT «BbICOKAsi TOUHOCTbY.

[Ia, GecriaTHBIM UHTEPHET-OCTYT B Kade, OTe/sIX U a3pOIopTax ABJSIETCS OTITUYHON BO3MOXKHOCTHIO
BbIX0/a B MHTepHET. Ho MHOTHE 3KCIepThl CUMTAIOT, UTO 00IeocTymHble Wi-Fi ceTH He sBAIsitOTCS
6e30macHBIMU.

CogeTsl 110 6e30macHOCTH paboTe B 06I1eA0CTYIHBIX ceTsax Wi-fi:

1. He nepeaaBaii CBOIO IMUHYIO UHPOPMALHIO Yepe3 obiiegoctynHbie Wi-Fi cetu. PaboTas B HUX,
KeJlaTesTbHO He BBOJJUTH MapOJI OCTYTIA, JIOTHHBI M KaKHe-TO HOMepa;

2. Vicnonw3y#i v 0O6HOBISIM aHTHBUPYCHBIE TIPOTPaMMBI U OpaHMayep. TeM camMbIM Thl
obe3omnacuiib cebsi OT 3aKauky BUPYyCa Ha TBOE YCTPOHCTRO;

3. Tlpu ucnons3oBanuu Wi-Fi oTkmroun GyHKIp0 «OO6Iui 1ocTy K daiiiam v puHTepaM».
IlaHHas QyHKIMA 3aKphITa TI0 YMOJTYaHUIO, O/THAKO HEKOTOPKIE TI0/Ib30BaTe/TN aKTUBUPYIOT €€
IS yo0CTBa UCTIOb30BaHUs B paboTe wiu yuebe;



4. He ucnone3yi nybnuuneiii WI-FI /11 nepejauut IMUHBIX JAaHHBIX, HAIPUMeEP /151 BBIX0O/A B
COLMA/IbHbIE CeTU WU/ B 3JIEKTPOHHYIO [1OYTY;

5. Unonp3yii TobKO 3aiuiiieHHoe coeivHenye uepe3 HTTPS, a ne HTTP, T.e. ipu Habope Beb-
azipeca BBOAM UMeHHO «https://»;

6. B mobunbHOM TenedoHe OTKIFOUM GYHKIMIO «IToakmoueHre K Wi-Fi aBromatruecku». He
JIOTTyCKai aBTOMaTHUeCKOTo TIOAK/II0UeHUs yCTpoicTBa K cetsiMm Wi-Fi 6e3 TBoero cornacusi.

ConuanbHbIe CeTH

CouanbHbie CETH aKTUBHO BXO/ISIT B HAIlly )KW3Hb, MHOTHE JIFOIU pab0TaroT U )KUBYT TaM TMOCTOSIHHO, a B
Facebook y»ke 3apervcTpupoBaH MUJIMAP/, UeIOBEK, UTO SIB/ISIeTCSI OAHOU ceZilbMOU BCeX >kuTtesieit
T/IaHETHL

MHorue 1o/ib30BaTe/Iy He TIOHUMAarOT, UTO I/IHCI)OpMaL[I/IH, pa3MelljeHHasd UMH B COLIMA/IBHBIX CeTAX, MOXeT
OBIT Haﬁ,qua " UCTI0/Ib30BdHa KeM YyIrOo4HO, B TOM 4YUC/I€ He 00s13aTeIbHO ¢ b1aruMu HaMepeHHsIMH.

OcCHOBHBIE COBETHI 110 0€30ITaCHOCTH B COHa/IbHBIX CeTAX:

1. OrpaHuYb CTIMCOK JIpy3el. Y Tebs B IPY3bsiX HE JO/DKHO ObITh C/TyYaHbIX U He3HAKOMBIX
JIIOZIel;

2. 3amuiai CBOI YacTHY!O >XW3Hb. He ykasbiBaii maposu, TenedoHsl, agpeca, JaTy TBOEro
POXKZIEHUS ¥ [IPYTYIO JIMUHYI0 WH(GOPMAIHIO. 3/I0YMBIIIJIEHHUKA MOTYT UCTIOB30BaTh JaKe
WH(OPMALMIO O TOM, Kak Thl ¥ TBOM POAUTENH TJIaHUPYeTe TIPOBECTH KaHUKYJIbI;

3. 3amuigaii CBOIO peryTaruio - IepXKU ee B UMCTOTe U 3a/laBaii cebe BOTIPOC: XOTesT Obl ThI, UTOOBI
JIpyTHe TI0JIb30BaTesH BUIe/H, UTO ThI 3arpy»Kaeliis? [logymati, rpeskie uemM uTo-TO
ory0/IMKOBaTh, HAITUCATh U 3aTPY3HUTh;

4. Eciu Tbl TOBOPUIIB C JIFOALMH, KOTOPBIX He 3Haelllb, He MCTI0/Ib3YH CBOe peasbHOe UMS U [JPYTYIO
JIMYHY0 UH(OPMALMU: UMSI, MECTO >KUTEe/ILCTBA, MECTO Y4eObl U rpouee;

5. UWs306eraii pasmeitieHusi hotorpaduii B IHTepHeTe, re Thl M300pa)keH Ha MECTHOCTH, 110 KOTOPOH
MO>KHO OTIpe/ie/IUTh TBOe MeCTOTO/I0XKeHHe;

6. Ilpu perucrpanyu B COLUAIBLHOMN CETH HEOOXOAWMO MCIOIB30BaTh CJI0KHBIE TIAPOJIH, COCTOSIIIIE
u3 OyKB ¥ UQP 1 C KOTMUECTBOM 3HAKOB He MeHee 8;

7. [ns conyanbHOU CeTH, MOUThl U APYTUX CaliTOB HeOOXOAWMO UCTIO/IB30BaTh Pa3HbIe TTaPOJIH.
Torga ecrm TeOst B3/IOMarOT, TO 3/I0yMBILIZIEHHUKH TIOYYaT JOCTYII TOMBKO K OAHOMY MeCTY, a
He BO BCe Cpasy.

JJ/IeKTPOHHBIE [JeHbI'H

OneKTpOHHBIE IeHBI'M — 3TO OUeHb YA00OHBIN Cr1ocob myaTekeid, 0HAKO CYIIeCTBYIOT MOIIEHHUKH,
KOTOpbIe XOTAT MOMYUUTh 3TU JeHbIU.

SJIEKTPOHHLIG A€HbI'h TIOABU/IUCh COBCEM HE€dBHO KU UMEHHO H3-3d 3TOI'0 BO MHOTHX I'OCyAapCTBax A0
CHX T10P He IPOIIMCAaHO IMPO HUX B 3dKOHAX.

B Poccum ke oHM GYHKLMOHUPYIOT M O HUX YyKe MPOMUCAHO B 3aKOHe, T/e UX Pa3jesisioT Ha HeCKOIBKO
BHJIOB — aHOHMMHEIE U He aHOHMMHbIe. Pa3Hu1la B TOM, YTO aHOHUMHBIE - 3TO Te, B KOTOPBIX
pasperiiaeTcsi MPOBOAXTD orepalyu 6e3 ueHTU(UKaLY 110/1b30BaTesl, @ B HEAHOHUMHBIX
u/leHTU(UKALUY 110/1b30BaTeIsl sIB/IsieTCsT 00s13aTe/IbHOM.

Taxoke ciieflyeT pa3uyarh 3/eKTPOHHbBIE (praTHLIe ZeHbIY (DPaBHBI FOCYJaPCTBEHHBIM BaJIFOTaM) U
3/1eKTPOHHBIEe HepraTHLIe ZieHbI'M (He paBHBI TOCYJapCTBEHHBIM Ba/llOTaM).

OcHOBHBIe COBeTHI 110 He30macHoi paboTe ¢ 31eKTPOHHBIMH JJeHbI aMH:

1. TIpuBsDKM K CUeTy MOOW/IBHBIN TeneoH. DTO caMblil y100HBIN U OBICTPBIN CIOCOO BOCCTaHOBHUTH
JIOCTYTI K cuety. [TpuBsi3aHHBIN TesleOH MOMOXKET, eC/iv 3a0y/1elllb CBOH M/IaTeXKHbIN Mapob WX
3aiifelllb Ha CaliT C He3HAKOMOT'O YCTPOUCTBa;

2. Ucnonw3yi ogHOpasoBkle naposu. IToce nepexoza Ha yCUIeHHYIO aBTOPHU3aLHIO Tebe yxke He
OyzeT yrpokaTb OMaCHOCTh KPaKU WJIA TIepexBata IIaTeXXHOTO MapoJist;



3. BribepH C/I0XKHBIN Maposib. [TpecTynHUKaM OyZieT He TIPOCTO yraiaTh CJI0XKHBIN Mapob.
Hazie>xxHble Tapoiv — 3TO TIApOJIA, KOTOPBIE COZiepKaT He MeHee 8 3HAKOB U BKJIIOUAIOT B CeOsI
CTPOYHBIE U MPOTHICHBIE OYKBBI, IU(GPHI U HECKOJILKO CHMBOJIOB, TaKWe Kak 3HAaK Z0/1/1apa,
(yHTa, BOCK/IMLIATe/IbHBIN 3HaK U T.1. Hanpumep, $tROng!;;

4. He BBO/Y CBOM JINUHBIE JaHHbIE HA CaliTaX, KOTOPbIM He [JOBepSellib.

JJ/IeKTPOHHAsA MoYTa

SJ'IEKTPOHHE[H oYTa — 3TO TeXHOJIOrUd U I1peAoCTaB/iAeMbIe €0 YC/IYT'U I10 I1epeCblIKe U IMOJJTyYeHHIO
3JIGKTPOHHBIX COO6]J.[€HHI>1, KOTOPpBI€ pacripeedaroTCA B KOMHLIOTepHOﬁ CceTu.

OO6BIYHO 3/1eKTPOHHBIH ITOUTOBBIN SAIIUK BBITJISIANUT CIeYIOIIMM 00pa3oM:
WMsI_I10/1b30BaTe/IsI(@UMsI_/IoMeHa.

TakKe KpoMme 1epeiaur MpOCTOro TEKCTa, UMeeTCsi BO3MOXKHOCTh Tepe/iaBaTh (aitsibl.

OcHOBHBIE COBETHI TI0 6e30macHol paboTe ¢ 31eKTPOHHOM MOUTOM:

1. Hapo BbIOpaTh MpaBU/ILHBIN MTOYTOBLIN CEPBUC. B MHTEpPHETe eCTh OrPOMHBIIN BBIOOD
0eCrIaTHBIX TIOUTOBLIX CEPBUCOB, O/THAKO JIyUIIIe IOBEPSTh TE€M, KOTO 3HAEIlb U KTO TIepBhIi B
peuTHHTe;

2. He yka3bIBaii B TMYHOM MOUTe JIMUHYIO WHpOpMaLuio. Harpumep, siyuiiie BbIOpaTh
«MYy3bIKa/bHBIN_(haHaT@» nr «pok2013» BMecTo «temal3y;

3. Hcnonb3yii ABYX3TANHYH0 aBTOPH3aLM0. ITO KOr/ja TOMUMO TapoJist Hy’KHO BBOAUTD KOJ,
TIPUChLIaeMbIii 110 SMS;

4. BbIOepH CII0XKHBIN MapoJib. [/t KaXK[0ro TTOUTOBOT'O SIITUKA JO/DKEH ObITh CBOW HAJ|e>KHbIH,

YCTOMYMBBIN K B3/10MY NapOJib;

Eciu ecTb BO3MOXKHOCTb HamnucaTb CaMOMY CBOM JIMUHBIN BOMPOC, UCTIOB3YH 3TY BO3MOKHOCTB;

6. Vcnonb3yil HECKOJIBKO MOUTOBBIX SIILIMKOB. [1epBbIii /11 YaCTHOM TIepenucKy C aZjpecaTaMy,
KOTOPBIM ThI IOBepsielllb. DTO 3/IeKTPOHHBIN a/ipec He HaJ[0 UCTIOhb30BaTh MPU PerucTpaljiy Ha
dbopymax u caliTax;

7. He oTKpbIBaii ¢aiiibl ¥ APyTrHe BIOXKEHHS B TTMCbMaX Aake eC/Id OHU TIPUILIA OT TBOMX JIpY3eii.
Jlyulille yTOUHU Yy HUX, OTIPaBJIS/IA A OHU Tebe 3TH (aiisb;

8. Tlocye okoHYaHHUs pabOThI Ha TOUTOBOM CEpPBHCe Tiepe/i 3aKPhITHEM BKIaJIKU C CaiTOM He 3a0y/ib
Ha)XaTb Ha «BbIATH».
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Ku0epOy/UTMHHT W/IM BUPTya/IbHOE H3/IeBaTe/IbCTBO

KubepOynmiHr — ripeciejoBaHue cOOOIIEHUSIMU, COZIePKALl[UMUA 0CKOpPOJIeHNs], arpeccuto,
3aMyruBaHue; Xy/JIUTaHCTBO; COI[UaIbHOe OOHKOTHPOBAHME C TIOMOIIBIO Pa3/IMUHbIX MHTEPHET-CEPBUCOB.

OcHOBHBIe COBeTHI 110 60pbbe ¢ K1bepOy /TMHIOM:

1. He 6pocatics B 60i. JIyuliuii criocob: MoCOBeTOBATLCS Kak cebs BECTH M, eC/TU HET TOT0, K KOMY

MOYKHO 00paTUTHCS, TO BHAaYase YCIIOKOUTHCS. EC/M Thl HAYHEIIb 0TBeYaTh OCKOPOIeHUSIMU Ha

0CKOpO/IeHsI, TO TOJIBKO eTrle H0oJIbIle pa3oxoKellb KOH(IUKT;

Ynpas/siii cBoel KubeppenyTaljuei;

3. AHOHUMHOCTb B ceTH MHUMas. CyIT|eCTBYIOT CIIOCOOBI BBISICHUTh, KTO CTOUT 32 aHOHUMHBIM
aKKayHTOM,;

4. He CTOUT BeCTH Xy/JUTaHCKUM 00pa3 BUPTYalbHOM )KuU3HU. IHTepHET (PUKCUPYET BCe TBOM

JeWCTBUS U COXPaHsIeT UX. YIauTh UX Oy/1eT KpaiiHe 3aTpyJHUTE/THHO;

Cobmro/iait CBOM BUPTYaIbHYH YeCTh CMOJIOAY;

6. WVIrHopupy# equHUYHBINA HeratuB. OZIHOPa30Bbie OCKOPOUTEIbHEIE COODIIEHUS Tyyllie
UrHOpUpOBaTh. OOBIYHO arpeccysi MpeKparlaeTcsl Ha HauaJibHOM CTaauy;

7. Ban arpeccopa. B nporpammax o6MeHa MrHOBEHHBIMH COOOIIEHUSIMH, B COLIUA/IBHBIX CETSX eCTh
BO3MOXXHOCTb OJIOKMPOBKH OTIIPABKHU COOOIIeHHH C OTpe/ie/IeHHBIX a[JpecoB;

8. Ecmm Tl cBUfieTeNb KNbepOysuinHra. TBOU IeHCTBYS: BBICTYIIUTE TIPOTHUB TIPeC/iejoBaTe/Is,
TI0Ka3aTh eMy, UTO ero JIelCTBUs OLleHUBAIOTCSI HeraTHUBHO, TIO/iePKaTh KepPTBY, KOTOPOM Hy>KHa
TICUXO0JIOTMYECKask TIOMOIIIb, COOOIIUTE B3POC/BIM O (DakTe arpeCcCUBHOTO TIOBE/IEHUS B CETH.
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MobuibHbIH TenedoH

CoBpeMeHHbIe CMapT(HOHBI 1 TUIAHIIETHI COZiepKaT B cebe BITO/THe B3POC/IbIA (YHKIMOHA, U TeTlepb OHU
MOT'YT KOHKYpPHPOBATh CO CTAL{HOHAPHBIMHU KOMITbOTepaMu. OZJHaKO, CPeICTB 3aLUTHI |15 TI0{00HBIX
YCTPOICTB TI0Ka OUeHb Maso.

TecTupoBaHue U NIOMCK YSI3BUMOCTel B HUX NIPOUCXOAUT He TaK MHTEHCUBHO, Kak Ay [1K, To >xe camoe
KacaeTcst 1 MOOU/TbHBIX TIPHJIOXKEHHH.

CoBpeMeHHbIe MOOU/TbHBIE Opay3ephl ke MPAKTUUYEeCKH J0THAIH HACTO/IbHBIE aHAIOTH, O/THAKO
pacimperue GyHKIMOHAA BiedeT 3a c060i OOJBIIYIO C/IOXKHOCTh M MEHBIIYIO 3alUIIIeEHHOCTb.

[laneko He Bce MPOU3BO/UTEH BbITyCKAIOT 0OHOBJIEHHS, 3aKPhIBAIOIL{1ie KPUTHUECKHe YSI3BUMOCTH [IIst
CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI AJIS 6e30macHOCTH MOOU/TLHOTO Tene(bOHa:

1. Hwuuero He siBnisieTcsi Io-HacTosieMy OecruiaTHBIM. Byl ocToposkeH, Befib Kor/ia Tebe
ripeJiaratoT OecriyiaTHBIN KOHTEHT, B HEM MOTYT OBITh CKPBIThI KAKHe-TO TI/IaTHbIe YCIyTH;

2. [ymaii, npex/e ueM oTripaBuTh SMS, dhoto v Buzieo. Thl TOUHO 3HAEIIb, T/ie OHU OyIyT B
KOHEUYHOM UTOre?

3. Heo0OxomuMo 0OHOBJISATH OTEPAIiMOHHYIO CUCTEMY TBOETO CMapT(oHa;

4. Vicrionb3y¥ aHTUBUPYCHBIE TIPOTPAaMMBI /1711 MOOM/IBHBIX Tene(OHOB,;

5. He 3arpyxaii mpuoKeHust OT HeM3BeCTHOIO UCTOYHUKA, BeJlb OHU MOTYT COZlep>KaThb
BPe/JOHOCHOE TIPOTrpaMMHOe obecrieueHye;

6. Tlocse TOTO KaK ThI BRIWEIL C CaiiTa, I/ie BBOAW/I JIMUHYI0 MH(POPMALIWIO, 3alii B HACTPOUKH
Opay3epa u yjanu cookies;

7. Tlepuofguuecku NpoBepsiii Kakue I/aTHbIe yC/IYyTH aKTUBUPOBAHBI HA TBOEM HOMepe;

8. [lamaii cBOM HOMep MOOWIBLHOTO Tesie)OHA TOJILKO JIFO/ISIM, KOTOPBIX ThI 3HAEITh U KOMY
JIOBepsielllb;

9. Bluetooth fio/mKeH ObITH BLIK/TFOUEH, KOT/]a ThI UM He T0/b3yellbcsa. He 3a0bIBaii HHOT/A
TIPOBEPSTH 3TO.

Online urps1

COBPEMEHHbIe OHﬂaﬁH—HprI — 3TO KPACOYHbIE, 3aXBaThIBAIOIIME€ DA3BJ/I€UEHMS, OGT:E,ELI/IHH}OU_[I/IG COTHHU
ThICAY UE€J/IOBEK 10 BCEMY MUPY. I/IFPOKI/I nucaieayrT ,E[aHHBIfI UM MHD, O6H_IaIOTCH APYyT C Apyrom,
BBITIO/JTHAKOT 3dJdHHS, CPAXKAIOTCA C MOHCTPAMU U MMOJIy4atOT OIIBIT. 3a YZAOBOJIbCTBHUE OHU IIJIATAT:
MOKYIIalOT JUCK, OIJIaUHMBAIOT aboHeMeHT WIu HpI/IO6p6TaI-OT KaKre-TO OIMUrH.

Bce sTH cpeficTBa MAYT Ha MoJ/ep>KaHue U pa3BUTHE UTPBI, @ TAK)Ke Ha camy 0e3011acHOCTb:
COBEpILEHCTBYIOTCSI CUCTEMbI aBTOPH3aLH, BBITYCKAIOTCS HOBBIE MaTuM (LM(pPOBbIe 3aryIaTKy J/1s
MporpaMM), 3aKphIBalOTCS YSI3BUMOCTH CEPBEPOB.

B HO,E[O6HBIX HIrpax CTOUT OIaCaThbCA He CTOJ/IBKO CBOMX COITePHUKOB, CKOJIBKO KPa>Xy TBOEI'O I1apoJisd, Ha
KOTOPOM OCHOBdHa CHCTeéMa aBTOpH3al|in O0JILIIMHCTBA Hrp.

OCHOBHbBIE COBETHI 10 6e30MaCHOCTH TBOEro HUT'POBOIr'0 dKKdYHTA:

1. Ecm gpyro¥i Urpok BefieT cebs T/I0X0 WK co37aeT Tebe HEMPUATHOCTH, 3a0/I0KUpYH eTo B
CTIMCKE UTPOKOB;

TMoykany¥cst aIMUHUCTPATOpaM UIPhl Ha TVIOXOE TIOBE/IEHHUE ITOTO UTPOKA, >KeIaTeTbHO
MIPUJIOKUTH KaKUe-TO [[0Ka3aTebCTBA B BH/Ie CKPHUHOB,;

He yka3biBaii iuuHyt0 HGOpPMAIMIO B rpodatisie Urphr;

YBaxall APYTUX YUaCTHUKOB I10 UTDE;

He ycranapnvBaii Heodu1ianbHbIe TaTUX U MO/IbI;

Hcronb3yi CloXKHBIE W Pa3Hble TIapoJv;

Ha>xe BO BpeMsi UTPbI He CTOUT OTK/TIOUATh aHTUBUPYC. [ToKa ThI Urpaelilb, TBOW KOMITBIOTED
MOTYT 3apasuTh.
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@DUIIMHT WIH KpdXXa JIMYHbIX NdHHbBIX

OO6BIYHOM Kpaskell ieHer 1 JOKYMEHTOB Cero/iHsl y>ke HUKOTO He yAUBHfIIb, HO C pa3BUTHEM WHTepHeT-
TEXHOJIOTUH 3/I0yMBIIIJIEHHUKY TIePeMeCTUIMCE B UHTEPHET, U MPO/I0/KAI0T 3aHUMAThCS «/TFOOMMBIM»
JLeJIOM.

Tak nosiBUIack HOBasi yrpo3a: MHTepHeT-MOLIIeHHUYeCTBa WM (DUILMHT, I71aBHas 1ie/lb KOTOPOTO COCTOUT
B TNIO/Ty4eHUM KOH(YeHI[MaTBHBIX JaHHbIX TI0/Ib30BaTesieil — JIOTMHOB Y niaposed. Ha aHriuiickom
si3bIke phishing unTaercs kak ¢ummnar (ot fishing — pribHast moBs, password — mapois).

OCHOBHbIe COBETHI 110 O0pbOE C (PUIITMHTOM:

1. Cnenu 3a cBonM akkayHTOM. Ec/i ThI 110Zj03peBaelllb, UTO TBOSI aHKeTa Obljla B37I0MaHa, TO

Heobxo/MMo 3a6/10KHMpOBaTh ee U COOOIINTb af/MUHICTpaTOpaM pecypca 06 3TOM Kak MOXXHO

cKopee;

Hcronb3yii 6e3omacHble BeG-CaiiThl, B TOM YKC/le, UHTEPHET-Mara3iHOB U ITOMCKOBBIX CHCTEM;

3. Ucronb3yii cnokHble ¥ pa3Hble rnapoay. TakuM o6pas3oM, ecy Tebst B37IOMaroT, TO
3/I0yMBILLIEHHUKH TIOJTyYaT JOCTYII TOIBKO K OHOMY TBOeMY TIPO(UIIIO B CETH, a He KO BCeM;

4. Ecm Tebs B3/10MaaH, TO HEOOXOIUMO TTPeAYTIPeUTh BCEX CBOMX 3HAKOMBIX, KOTOPbIe

nobaBrieHbl y TeOsI B IPY3bsX, O TOM, UTO TeOsI B3/IOMay U, BO3MOXKHO, OT TBOEro MMeHH Oyiet

pacchbUIaThCS CraM U CChIIKU Ha (UIIMHIOBbIe CalThI;

YcraHoBu HazexHbId maposb (PIN) Ha MOOW/IBHBIH TenedoH;

OTk/TrouM coXpaHeHHe MapoJis B Opay3epe;

7. He oTkpsiBaii (haiisibl U ipyrue BIOKEHUs B IMCbMax AaXke eC/I OHU MPUIIUIM OT TBOUX Jpy3eil.
Jlyuille yTOUHU Yy HUX, OTIPABJIS/IA T4 OHU Tebe 3TH (aiisb;

N
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Hudporas penyramus

Ludposas peryTanus - 3TO HeraTUBHasI WM MIO3UTUBHAs MHGOpPMaLYs B CeTH 0 Tebe.
Komnpometupytorriast iHGopMariys pa3MelleHHasi B MHTEpPHeTe MOKeT Cephe3HbIM 00pa30M OTPasUTbCs
Ha TBOel peasibHOM >KU3HU.

«lIucposas peryTarisi» - 3T0 TBOH UMUK, KOTOPBIH hopmupyeTcs n3 uHbopMariyu o Tebe B
VHTEepHeTe.

TBoe MeCTo XKUTeILCTRA, yqeGLI, TBOe CI)I/IHaHCOBOE T10/1I0KeHue, 0CO0EeHHOCTH XdpaKTepa U paCCKa3bl O
O/IM3KUX — BCE 3TO HAKAI/IMBAeTCd B CETH.

MHor#e Mo/ipOCTKH JIETKOMBIC/IEHHO OTHOCSITCS K Iy O/MvKanyy TMYHoN uHbopMariuu B IHTepHeTe, He
TIOHMMast BO3MOXKHBIX 110C/IeICTBUN. ThI Zlayke He CMOJKelllb /10ra/laTbCsl 0 TOM, 4uTo (poTorpadus,
pa3MellieHHas 5 JIeT Ha3a/, CTajia MPUYMHOM OTKa3a MpUHSTHL Tebst Ha paboTy.

KommeHnTapuy, pasMmelijeHre TBouX ¢oTorpaduii 1 pyrue nelicTBUs MOIYT He MCUe3HYTh JaKe [10Cje
TOTO, KaK ThI UX yJa/Iuilb. Thl He 3Haelllb, KTO COXpaHWI 3Ty MH(OpMaL1o, romnasa 1 OHa B [IOUCKOBbIE
CHCTEeMBI ¥ COXPAaHW/IACh JI OHA, a IJIaBHOE: UTO MOAyMAroT 0 Tebe OKpYy»Karolljee JIF0/id, KOTOpble HAluyT
Y yBUAAT 3T0. HaliTh WH(POPMAL|I0O MHOTO JIET CITYCTSI CMOJKeT TI000M — Kak U3 J00pbIX MO0y KaeHuH,
TaK ¥ C HaMepeHWeM MPUUUHUTE Bpesl. TO MOXKET OBITh KTO YTO/HO.

OcHoBHbIe COBeTHI TI0 3a1uTe LU(POBOI peryTalyu:

1. Tlomymaii, mpex/je YeM UTO-TO MyO/IMKOBATh U Mepe/iaBaTh y cebsi B 6siore WM B COLMAIBHOM
cety;

2. B Hactpoiikax npodusisi yCTaHOBU OTPaHUYeHUsI Ha IIPOCMOTP TBOETo TIPOMIS U ero
CO/IEP)KUMOT0, C/IeJIai ero TOJIBKO «ZJIs Py3eii»;

3. He pa3mernaii u He yka3biBail UH(GOPMAI[1IO, KOTOpasi MOXKET KOT0-TM00 0CKOPOJISTE UK
00MKaTh.

ABTOpCKOe npaBo



CoBpeMeHHbIe TKOJTFHUKN— aKTUBHBIE TI0/Th30BaTe/ M 1i(PoBOro npoctpancTBa. OfHAKO /laneKko He BCe
3HAIOT, YTO I10J/Th30BaHHE MHOTMIMH BO3MOXKHOCTSIMU IIMpOBOTO MUpa TpebyeT cobro/ieHus TIpaB Ha
VHTEe//IeKTYalbHYI0 COOCTBEHHOCTD.

TepMUH «MHTe/IeKTyalbHasi COOCTBEHHOCTb» OTHOCHTCS K pa3/IMUHbIM TBOPEHHUSIM UeJIOBeUeCcKoro yma,
HauMHasi C HOBbIX U300peTeHUi ¥ 3HaKOB, 0003HaYarLMX COOCTBEHHOCTh Ha TIPOAYKTHI U YCIIYTH , U
3aKaHuMBasi KHUramu, GoTorpadusMu, KUHO(HUIbMaMU U My3blKa/IbHbIMU [IPOX3BeeHHSIMU.

ABTOpCKHe TIpaBa — 3TO TIpaBa Ha MHTeJ/UIEKTYaIbHYI0 COOCTBEHHOCTh Ha MPOM3BeIeHus HayKH,
JIUTepaTyphbl U UCKYCCTBA.

ABTOpCKUe TIpaBa BbICTYIIAIOT B KaUeCTBe rapaHTHUU TOr0, UTO UHTe/JIEKTYa/lbHbII/TBOPUECKUN TPY/,
aBTopa He Oy/ieT HalpacHbIM, JIaCT eMy CIpaBe/iTiBble BO3MOXKHOCTH 3apaboTaTh Ha pe3y/IbTaTaX CBOETOo
TPY/ia, MOJYYUTh U3BECTHOCTh U TIPU3HAHUE.

HukTo Ge3 pa3peliieHus: aBTOpa He MOXKET BOCTIPOU3BO/IUTE €TI0 TIPOM3Be/IeHHe, PACTIPOCTPAHSTh,
My6/IMYHO IEMOHCTPUPOBATh, TIPO/IABATh, UMIIOPTUPOBATS, MMyCKATh B MPOKAT, MyOIMYHO WCTIONHSTh,
TMOKa3bIBaTh/MCTIOMHATE B 3¢Hpe Win pa3MeiaTs B VIHTepHeTe.

Vcrionb30BaHue «[IMpaTCKOro» MPOrpaMMHOro obecrieueHust MOKeT IPUBECTH K MHOTUM PUCKaM: OT
TIOTEePH JIaHHBIX K TBOMM aKKayHTaM 0 G/IOKMPOBKH TBOET'0 YCTPOMCTBA, Tje YCTAaHOB/IEHHbIN He
neranbHasi mporpaMMa. He cTout Takke 3a0bIBaTh, UTO CYIIIeCTBYeT JierajibHble U OecriiaTHbIe
MpOrpaMMbl, KOTOpbIe MOXKHO HalTH B CETH.



